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Abstract—In this paper, we propose a new steganalytic
method to detect the message hidden in a black and white
image using the steganographic technique developed by Liang,
Wang and Zhang. Our detection method estimates the length
of hidden message embedded in a binary image. Although the
hidden message embedded is visually imperceptible, it changes
some image statistic (such as inter-pixels correlation). Based
on this observation, we first derive the 512 patterns histogram
from the boundary pixels as the distinguishing statistic, then
we compute the histogram difference to determine the changes
of the 512 patterns histogram induced by the embedding
operation. Finally we propose histogram quotient to estimate the
length of the embedded message. Experimental results confirm
that the proposed method can effectively and reliably detect
the length of the embedded message.

Keywords-Steganalysis; steganography; data hiding; binary
image; message length estimation; histogram quotient

I. INTRODUCTION

Steganography is commonly used to create covert com-
munication channels that can be applied for secure commu-
nication by employing a strong encryption. These techniques
are becoming popular in commercial as well as in military
applications to provide variety of security tools. Other data
hiding techniques include digital watermarking and finger-
printing. These techniques are used to protect the ownership
of multimedia documents (such as CDs and DVDs), to
prevent an illegal document duplication and distribution and
to ensure a public verifiability of documents (typically via
digital signatures).

Depending on the application, the data that is intended
to be hidden in a medium may be a secret message (in the
case of steganography) or it may be a logo or trademark or
owner signature (in the case of watermarking).

In general, embedding operation in steganography re-
quires a digital medium to carry the data. One of the most
suitable and popular medium is digital image. Different
steganographic techniques employ different types of digital
images. A list of possible digital images that can be chosen
to carry hidden information includes color, grayscale and
binary (black and white) images ([7], [9] and [1]).

Steganography has two facets. The first relates to the
design of efficient and secure information hiding methods.
The second facet also called steganalysis attempts to dis-
cover hidden data from a medium. In ideal circumstances, an
adversary who applies steganalysis, wishes to extract the full
hidden information. This task, however, may be very difficult
or even impossible to achieve. Thus, the adversary may start
steganalysis having in mind more realistic and modest goals.
These could be restricted to finding the length of hidden
messages, identification of places where bits of hidden
information have been embedded, estimation of stegokey,
classification of embedding algorithms, etc. Achieving some
of these goals enables the adversary to improve the ste-
ganalysis making it more effective and appropriate for the
steganographic method used. A list of general approaches
for steganalysis can be found in [2], [3], [4] and [5].

Most works published on steganalysis relate to methods
that use color or grayscale images. Steganography that uses
binary images has received relatively little attention. This
could be partially attributed to the difficulty of applying
the statistical model used for color and grayscale images
and adapting it to the new environment. In spite of the
difficulty, the binary images are very popular and frequently
used to store textual documents, black and white pictures,
and engineering drawings to name a few.

Unlike binary images, color and grayscale images are
characterized by a rich collection of various statistical fea-
tures that were used to develop new steganalysis techniques.
For example, Böhme and Westfeld [6] have broken model-
based steganography [8] by applying the Cauchy probability
distribution. Their attack hinges on an observation that
normally some outlier bins will exist in the discrete cosine
transform (DCT) coefficient distribution when this distribu-
tion is fitted to Cauchy distribution for a cover image1. How-
ever, these outlier bins are not available in a stego image2

because these outlier bins have been adjusted during the

1cover image is an original image that will be used in the steganography
to carry secret message

2stego image is an image that is embedded with the hidden message by
the steganography
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embedding operation. In another example, He and Huang [2]
have analyzed stochastic modulation steganography [9] and
showed how to estimate the length of a hidden message. The
attack is based on the fact that pixel difference probability
distributions for cover and stego images are different. More
precisely, the probability distribution of pixel difference for
the cover image follows closely generalized Gaussian distri-
bution, while for the stego image, the probability distribution
reflects the statistical characteristics of a hidden message.

Unlike color and grayscale images, binary images have a
rather modest statistical nature. In general, it is difficult to
convert steganalysis used for color or grayscale images to an
attack on binary images. However, we have been successful
in adapting the concepts used for color or grayscale images
and we propose a new collection of statistical features that
estimate the length of hidden message embedded in a binary
image. Consequently, we are able to decide whether or not a
given image contains a hidden message. More precisely, we
can tell apart cover images (without hidden message) from
stego images (with hidden message).

We have to emphasize that our steganalysis is designed
to attack the steganographic technique developed in [1]. In
this work, we define the length of embedded message as the
ratio between the number of bits of the embedded message
and the maximum number of bits that can be embedded in
a given binary image. Note that the terms message length,
embedded message length and hidden message length are
used in the paper as synonyms.

The organization of the paper is as follow. In the next
section, we give a brief description of the steganographic
technique we analyze. For detailed specification, the reader
is referred to the paper [1]. The method of analysis we apply
is given in Section III. Section IV presents the results of the
analysis. Section V concludes the paper.

II. BOUNDARY PIXEL STEGANOGRAPHY

Consider a variant of boundary pixel steganography pro-
posed by Liang et al. in [1]. The boundary pixel steganog-
raphy hides a message along the edges where white pixels
meet the black ones and these pixels are known as boundary
pixels.

To obtain higher imperceptibility, the locations of pixels
used for embedding are permuted and distributed over the
whole image. The distribution of message bits are controlled
by pseudorandom number generator whose seed is a secret
shared by the sender and the receiver of the hidden message.
The seed is also called stegokey3.

As the message bits are embedded on the boundary
pixels of the image, it is important to identify the boundary
pixels and their orders unambiguously. Once the sequence
of boundary pixels is given, the pseudorandom number

3stegokey is a secret key agreed beforehand between the sender and the
receiver to embed and extract the hidden message

generator is used to determine the place where the message
bits should be hidden. The authors of [1] define boundary
pixels as the ones that have at least one neighboring pixel
with different intensity. For example, a white (black) pixel
has to have at least one black (white) neighboring pixel.
Note that a pixel may have at most four neighbors (left,
right, down and up).

It turns out that not all boundary pixels are suitable to
carry the message bits because embedding a bit into an
arbitrary boundary pixel may convert it into a non-boundary
one. If this happens then the process of extraction will not
be correct and recovery of the hidden message is impossible.

Because of this technical difficulties, the authors have
proposed a modified algorithm by adding restrictions on
the selection of boundary pixels for embedding. A currently
evaluated boundary pixel is considered to be eligible for
embedding if the following two conditions are satisfied:

(i) Among the four neighboring pixels, there exist at
least two unmarked neighboring pixels and they
must be two different pixel values in total.

(ii) For each marked neighboring pixel (if any), its
four neighboring pixels must also satisfy the first
criterion.

A pixel is said to be marked if it has been already
evaluated or in other words, it is assigned a (pseudorandom)
index with a smaller value than the current index. In contrast,
a pixel is said to be unmarked if it is evaluated after the
current pixel.

Once the boundary pixel is found eligible, the message
bit will be embedded to the pixel by overwriting its value
if the message bit does not match the value otherwise the
pixel will be left intact. This procedure is applied in order
to embed other bits of the message.

As the embedding algorithm modifies boundary pixels
only, the visual distortions are minimal and there is no
pepper and salt like noise. However, if we take a close
look at an image with an embedded message, then we can
observe small pixel-wide notches and protrusions near by
the boundary pixels.

We use these small distortions to launch an attack on
the steganographic algorithm. In our attack, we first detect
the existence of a hidden message and then we estimate its
length.

III. PROPOSED METHOD

As stated in Section I, we want to propose a steganalytic
method that can counteract the steganography developed in
[1]. However, given an image, we do not know whether
the image is a cover or a stego image without a priori
knowledge. What we can do is to extract some useful
characteristics from the given image. We have in mind that
these characteristics may be able to reveal some estimation
on the length of embedded hidden message (i.e. if zero
percent is estimated then the given image is a cover image
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Figure 1. Illustration of a boundary pixel in the magnified view on some
portion of the ’n’ character

or if certain nonzero percentage is estimated then the given
image is a stego image).

In order to do this, we first define a statistic by measuring
the number of notches and protrusions in the image. This
statistic will reflect the degree of image distortion. Then
we will define a certain numerical value associated with
this statistic. Finally we show that this numerical value is
approximately proportional to the size of embedded mes-
sage which will enable us to compute an estimate of the
embedded message length.

A. 512 Patterns Histogram as the Distinguishing Statistic

For any boundary pixel (as shown in Fig. 1), we can form
a certain pixel pattern together with its eight neighboring
pixels. Examples of the pattern are shown in Fig. 2 (the
shaded box represent a pixel value of zero and the white box
represent a pixel value of one). All together there are 512
patterns that can be formed by the different combination of
the black and white pixels in the block of nine pixels. There
are, however, two patterns that cannot be used because these
patterns do not contain any boundary pixel. Clearly, these
patterns are formed by either all black or white pixels. In
order to simplify our considerations, we are going to assume
that there are 512 patterns in total.
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Figure 2. Some example of the patterns formed by a single boundary
pixel (denoted by b) and its eight neighboring pixels (denoted by n) from
a binary image

The 512 patterns histogram, H(J) tabulates the frequency
of occurrence of each pattern in the given image, J . The
frequency of occurrence hi for the i-th pattern is given by

hi =

M∑

k=1

δ(i, p(k)), (1)

where p(k) denotes the k-th pattern in the given image, M
is the total number of patterns in the given image, and δ is
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Figure 3. Some of the bins from 512 patterns histogram are selected to
illustrate the comparison between cover image and stego image (embedded
with 80% of message length). Notice that some of the bins have been
flattened in the stego image

the Dirac delta function (i.e. δ(u, v) = 1 if u = v and 0
otherwise). For brevity, we will let H represents H(J) and
we have

H = {hi | 1 ≤ i ≤ 512}. (2)

In this 512 patterns histogram, it is observed that for
a cover image there are some high frequency bins (corre-
sponding to the types of pattern) and some other bins with
low frequency. However, these bins tend to be flattened4

after the embedding operation (see Fig. 3 for example). This
happened because during embedding, some image pixels
are flipped to carry message bits. Hence, the inter-pixels
correlation is disturbed and reflected in the patterns changes.

The longer the message is embedded, the flatter the 512
patterns histogram. From this observation, we propose to
compute the histogram difference to capture the “flatness”
of the 512 patterns histogram. The histogram difference is
the bin-wise absolute difference between the 512 patterns
histograms for two images. The first histogram is from
the given binary image and the second histogram is from
the same image that has been re-embedded with a random
message of the maximum length (100%). The re-embedding
operation is carried out by using the same steganographic
technique as described in Section II.

The following equation defines the second histogram:

H ′ = {h′

i | 1 ≤ i ≤ 512}, (3)

where h′

i is the corresponding frequency of occurrence for
the i-th pattern in the same image that has been re-embedded
with 100% length of random message. Then the histogram
difference can be written as follow:

HD = {|hi − h′

i| | 1 ≤ i ≤ 512}, (4)

where | · | represent absolute value.
We choose to calculate the histogram difference because

we notice that using the 512 patterns histogram for the given

4by flattened we mean some of the local maxima in the histogram will be
decreased and some of the local minima in the histogram will be increased
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image directly is not sufficient. The 512 patterns histogram
for given image alone does not fully represent the embedding
artifact and it may be biased by the image content. It would
be easier if we would have both versions of the images
(cover and stego image), for then the determined differences
between these two images would be only caused by the
embedded message. However, in normal circumstances we
do not have both version of the images. Therefore, it is useful
to work backward by determining how many remaining
boundary pixels can be used for embedding which gives
an estimation of how many message bits have (or have not)
been embedded. This justifies the reason we opt to use re-
embedding to obtain histogram difference.

We use Fig. 4 to illustrate our considerations. Fig. 4(a)
shows two binary images that are slightly different but
their pattern histograms (Fig. 4(b)) are entirely different.
However, as Fig. 4(c) illustrates, the histogram difference
for the respective bins of the two binary images are (almost)
identical. This is an argument in support of the histogram
difference.
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Figure 4. (a)Two sample of binary images. (b)Some of the bins from 512
patterns histogram of the binary images shown in (a). (c)Respective bins
in histogram difference of the binary images shown in (a)

B. Matrix Right Division

In order to allow the histogram difference to measure
effectively the length of message that has been embedded,

we propose to use matrix right division. Matrix right division
can be considered as a transformation of a histogram to
a numerical value (one-dimensional metric). Alternatively,
matrix right division can be seen as an attempt to solve an
appropriate system of linear equations.

The matrix right division used in this paper is from the
standard MATLAB R2007b built-in matrix division function
and is defined as below.

If A is a non-singular and square matrix and B is
a row vector, then x = B/A is the solution to the
system of linear equations x × A = B computed
by Gaussian elimination with partial pivoting.
If x × A = B is an overdetermined system of
linear equations, then x = B/A is the solution
in the least squares sense of the overdetermined
system.

In general, when A is non-singular and square, the system
has exact solution given by x = B × A−1 where A−1

is the inverse of matrix A. Hence, the solution can be
computed by multiplying the row vector B to the inverse
of matrix A. Normally, it is also defined as multiplication
with the pseudoinverse (refer to [11], [10] for the detail of
pseudoinverse). However, solution based on matrix inverse
is inefficient for practical applications and may cause large
numerical errors. A better approach is to use matrix division.

As for overdetermined system of equations, it is impossi-
ble to compute the inverse of matrix A. However, a solution
for this system can be computed by minimizing the number
of elements in r = x × A − B (also known as Euclidean
length). This can be computed in matrix division which
corresponds to the sum of squares of r. Hence, this yields
a solution in the least squares sense. In our application of
matrix right division, the matrix A is actually a row vector
of the same length as B.

It is reasonable to consider patterns histogram as a row
vector and since the histogram difference is the bin-wise
absolute difference between two 512 patterns histograms,
the histogram difference can be considered as row vector as
well. Thus, we can perform the matrix right division between
the histogram difference and the 512 patterns histogram of a
given binary image as in Equation (5). We name the resulted
numerical value as histogram quotient, hq. However, it
should be noted that the division is not an element-wise
division.

hq = HD/H. (5)

We illustrate matrix right division on the following exam-
ples:

Example 1 Example 2

x =
[

2 4 8
]

x =
[

2 4 12 9 18 6
]

y =
[

1 2 4
]

y =
[

1 2 6 3 6 2
]

x/y = 2 x/y = 2.5444
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Figure 5. Histogram quotient vs 5% increment of re-embedded message
length

Consider Example 1, all elements of x are multiple of 2
of the vector y. Thus the quotient matrix right division is 2.
In Example 2, the first three elements of x are products of
the first three elements of y by 2. The last three elements
of x are products of last three elements of y by 3. Thus the
quotient matrix right division is 2.5444, which is in between
2 and 3.

C. Message Length Estimation

In this subsection, we select a binary image to demonstrate
the consistency behaviour of the histogram quotient. We
consistently re-embed with 5% increment of message length
and observe how the histogram quotient responds. As shown
in Fig. 5, we can notice that the respective histogram
quotient increases almost linearly until certain point, where
further increase the length of the re-embedded message does
not increase the histogram quotient. This justifies that the
desired consistency can be obtained by using histogram
quotient based on the histogram difference. Therefore, as
elaborated in Subsection III-A (last two paragraphs), finding
the corresponding difference between the two circles shown
in Fig. 5 has proved crucial and provided us a strong trait
to estimate the embedded message length.

In short, our proposed method will first identify all the
boundary pixels in a given binary image. The boundary
pixel used here is defined as a pixel that has at least one
neighboring pixel (among the four neighboring pixels) with
different pixel value. Then the 512 patterns histogram will be
obtained from these boundary pixels. Based on this patterns
histogram, the histogram difference is computed. After that,
the histogram quotient is calculated (which is denoted as
hq in Equation (5)). Finally, we employ linear interpolation
to obtain an approximate constant of proportionality c such
that hq ≈ c × �, where � is the message length. Then, for
any particular value of hq, we will be able to compute an
estimate of � using � ≈ hq

c
.

IV. EXPERIMENTAL RESULT

A. Experiment Setting

The experiments settings are described below:

• The embedding algorithm used to create the stego
images is the steganography proposed in [1]
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Figure 6. Estimated length of hidden message for all binary images

Figure 7. Example of highly distorted stego image embedded with 80%
of message

• The total embeddable pixels per image produced by
this embedding algorithm is about 25% of the total
boundary pixels

• The maximum message length (100% length) is defined
as the total embeddable pixels per image

• 8 sets of stego images (i.e. 10% , 20%, 30%, 40%,
50%, 60%, 70% and 80%) are created from 659 binary
cover images

• The cover images are all textual documents with white
background and black foreground

• The resolution of the binary images are all 200 dpi.

B. Result of the Estimation

From the 5931 mixture of cover and stego images, we
estimate the length of the embedded message and compare
with the actual embedded length of 0%, 10% , 20%, 30%,
40%, 50%, 60%, 70% and 80%, respectively using our
proposed method. 0% is categorized as cover image.

The estimation results are shown in Fig. 6. From the
figure, we can see that the estimated lengths are very close
to the actual lengths. However, the estimation for large
amount of embedded message like 80% is not as close as
other estimations although still maintains at good accuracy.
We observe that at such a high percentage, some stego
images are very much distorted and the pixels are at high
degree of randomness. We believe this randomness has
caused slight instability of our proposed method. However,
this phenomenon does not post a serious problem for us
because we can easily spot the embedding artifacts at such
a highly distorted stego image (Fig. 7 is an example of highly
distorted stego image).

Table I summaries the mean and standard deviation of
all the estimated message lengths according to the actual
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Figure 8. Estimation error of hidden message length for all binary images

embedded message lengths. As can be seen, the average
value for each of the estimated length is very close to the
actual length. The standard deviation value is also very small
which is about one or two percent only. This implies that
the estimated lengths do not deviate much from the actual
lengths.

Table I
MEAN AND STANDARD DEVIATION OF THE ESTIMATION

Length (%) Mean Standard Deviation
0 -0.0277 1.8761

10 9.8540 1.8034
20 19.8438 1.5966
30 29.9271 1.4337
40 39.9608 1.3445
50 50.0210 1.2869
60 60.0763 1.2747
70 70.3436 1.7666
80 79.9598 2.0547

Whereas the estimation errors are displayed in Fig. 8. The
estimation error for each binary image is computed as the
difference between the estimated and the actual embedded
message length in percentage. As we can see, the estimation
errors are relative low and concentrated around 0.00%. The
highest estimation error is occasionally found and only about
6.00%, except one outlier has 7.43%.

V. CONCLUSION

The proposed method in this paper manage to detect the
steganography developed in [1]. In addition, our method can
also estimate the length of the embedded message. In the
estimation, we first build the 512 patterns histogram from a
binary image as the distinguishing statistic. From this 512
patterns histogram, we compute the histogram difference to
capture the changes caused by the embedding operation.
After that, matrix right division is performed to create
histogram quotient. Finally based on the histogram quotient,
the length of the embedded message is estimated. We have
used significantly large image database which consists of
5931 binary images (1 set of cover images and 8 sets of stego
images) to test the proposed method. From the experiment
results obtained, we conclude that our proposed method has

effectively estimated the hidden message length with low
estimation error.
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